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: URPF Configuration Example

Lod 10.0.0.100/32

S0/0
1 f,.a"’"
|
5010 ,fx’fff Lff”; R2
L, o
A2
1’-2':1-"'55
sa Jlall lia b Lo ciglhasll Ry S ____7___3 saia
0/S0'cBgiSisle URPE J Jasis L P Lol 10.0.0.100/32
Strict Eladiul @iy ol 9 1/S0 ¢ 13
2
.R1 Lc Mode
: LLLS (59w configuration JI R3
R1# conft

R1(config)# int S0/0
R1(config-if)# ip verify unicast source reachable-via?
any Source is reachable via any interface
r¥ Source is reachable via interface on which packet was received

R1(config-if)# ip verify unicast source reachable-via rx?

<1-199> IP access list (standard or extended)
<1300-2699> IP expanded access list (standard or extended)
allow-default Allow default route to match when checking source address

allow-self-ping Allow router to ping itself (opens vulnerability in verification)

R1(config-if)# ip verify unicast source reachable-via rx
R1(config-if)# end

R1(config-if)# ip verify unicast source reachable-via i< Interface JI 4 ya¥l lagy faus

Bkl ya¥l JAT 8 laa Strict ggluni o g X HLidd ) Ll LOOSE (sglisi L g ANY Lal Hlids () casy (5SU g
J! e aleic Yl Ll gasnt o g Allow-default lgie Mode (JI asaas asy cl LAY e aace Lisal aagy, lub
Pods Ol yigsll auui g Allow-self-ping Lisal aagy Layl, source JI (o $8aill axlae (-4 Default route
c&la Joss URPF I daui ol dasdall adladl 6« awudi e Ping Josu

configuration JI 4 ddulaiy @gdi g ip Cef ga yo¥l 122 8 5ualls unge yie aislayll gliniu jAl yal sllia
.MIB JI e Lilial agisy URPF I ) 3e¥) laa ausal g mode

(xa interface le alind’ @i mode gl wo y=il yo¥l laa @ladiul (Soa | Al

R1#sh run int SO0/
0

interface serial00/
ip address 80.1.1.1 255.255.255.0
ip verify unicast source reachable-via rx allow-self-ping

JAl Egungn b slilll LI g amalall oda (se Lisgiil ab (39<i laga
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Fiber-Optic Cables
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DVD - R (DVD-Recordable)
DVD - RW (DVD-ReWritable)
Backup to Compact Flash (CF)
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CD-ROM (compact disk - read only memory)
CD-WORM (write once read many)
CD - RW (rewritable compact disk)
DVD(digital versatile disk or digital video disk)
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oS g lgligaa aic yiglyicli Lé yelad Lill log dI Jiluy le 3k Salil oY Sl c¥ladl oda Lle Lid =i ol asy
:UQLJCA;QQ
;%PLATFORM—2—MEMORY_ALERT: Memory Status Alert : MINOR
E%PLATFORM—2—MEMORY_ALERT: Memory Status Alert : SEVERE
g%PLATFORM—2—MEMORY_ALERT: Memory Status Alert : CRITICAL

;%PLATFORM—Z—MEMORY_ALERT: Memory Status Alert : MINOR ALERT RECOVERED
E%PLATFORM—Z—MEMORY_ALERT: Memory Status Alert : SEVERE ALERT RECOVERED
;%PLATFORM—Z—MEMORY_ALERT: Memory Status Alert : CRITICAL ALERT RECOVERED

E%BGP—Z—PEERSHALTED: bgp-100 [5440] ; BGP 10.1.5.99 shutdown due to no memory
gcondition (Severe Alert)

éRouter# show system internal memory-status
i MemStatus: Severe Alert

: Severe Alert dl dla ] culiag 5 ySlall C,i lg1s yglaa sillg Show ,n‘m Joiun Lulla 5 STl ddls (al pmin

Lo 3169 5 yS1all g CPU Jl ddlag Lla Lgalles Lill process I sae dua (e yiglyll ddla (al yxiuul )AT JSiig LiiSaq oS
:Show ;o¥1 3ayba e wislillyg

ERouter# show system resources
éLoad average: 1 minute: 0.23 5 minutes: 0.22 15 minutes: 0.20
i Processes : 980 total, 1 running
ECPU states 3.0% user, 2.5% kernel, 94.5% idle
i Memory usage: 4115812K total, 2885968K used, 1229844K free

éRouter# show routing memory estimate
i Shared memory estimates:
. Current max 32 MB; 27495 routes with 16 nhs
in-use 1 MB; 67 routes with 1 nhs (average)
Configured max 32 MB; 27495 routes with 16 nhs
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....................................................................................................................................................................................................................................................................

éRouter(conﬁg—router)# router bgp [AS NUMBER]

....................................................................................................................................................................................................................................................................

éRouter(conﬁg—router)# neighbor [peer address] remote-as [AS NUMBER]

....................................................................................................................................................................................................................................................................

....................................................................................................................................................................................................................................................................

éRouter (config) #system memory-thresholds minor {%} severe {%} critical {%}

: (dalosll 0igy

....................................................................................................................................................................................................................................................................
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Description

Throughput capability

Mon-hlock switch fabric, suppont multi Chassis
The maximum hidirectional interface capacity: 200Thpsied Chassis

Switching performance

6.4Thps! single Chassis

SlotsiCLC

16 slotsf single Chassis

Interface Types

GE, 10GE, OC768c POS, 100GE, etc.

Routing protocol

IPv4 static route, O5PF, 1S-IS, BGP-4, PIM, MSDF, MBGP

[PvE

IPvd & IPvE dual stack; ipvE line speed forwarding hased on
hardware

IPvE static route, BGFP4+, RIPng, OSPFv3, 15-15vE

IPvE peer discovery, PMTLU discovery, TCPB, ping IPvB, Tracer IPvE,
socket IPvE, TFTP IPvE client, IPvE palicy route | IPvE MetStream, efc
Manually configured tunnel, automatic tunnel, & to 4 tunnel

High Availability

1:1 standby for MPL, 3+1 hackup switching fabric, 1+1 backup for
povwer supply and fan

hot swappable based on stateli Non-stop Forwarding (NSF), and
Mon-stop Routing (MER)

BFD for YRRPBGPRIOSPFISISITE LSPILDPS LSPITE and PIM
IGP/BGPMuUlticast Fast Convergence

IPILDP/BGRITE Fast Re-Route (FRR), BGRISIS Auto FRR, ETH
Trunk, IP Trunk;

In-Semice Software Upgrade (ISSLN, Automatic fault diagnosis
function, Hot Patching

Configuration Management

Bi-Direction Compatible
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. P S
HCDP Fast Training (Ond for e person with Iy L8 B s
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the oener vendor certificats) 5—'{;-"'-‘]:"2”/)—' Professizat Briiwoies P
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and Device) Triining Nk Datacom Associate
ODCO1 Lechurs, Hands-on exercise 8 d g
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HCOP.BCAI (Huawe! Cortited Oatacom ’
Profession iging Camer Access Network) | '5L|ﬂ--'|"'
Training T \SU0-12 f)
0DCO) Lechrrs, Handson emercise G g S
Take certfication Exam
HCOP-BC RN (Murwel Cértified Datscom I{,f‘___‘ﬁ
Frofessona-Buldeg C amer Rouling Nebwork) F =) Become 3 Huswe: Certifed
Tranng S0 [EE— CLOm
'\‘,_Uﬂ 1?‘1 Datacom Professional-Camer P
QDCO2 Lechure, Hands-on exercize 9 g
Take certification Exam
I-ICMEP-&I?H (Huswei Cerdfied Datacom Ilr-"" e
ssion 3-Buiting IP Telecom Network) &
Trainng .aﬁl\-i.'3-1 :’3:
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b. Enterprise IP Certification
( = \ © H Cerfied
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e,
HCDPAERMN (Hyawei Confled Datacom ; \
Professional-mplementing Enterprise Routing  —— SUg-221}
Network) Traing « /
QDCO5 Lechure, Handson emrcise 74 ™
Take cerfication Exam
HCDP-IESN (Huawe Cenfied Datacom ,r"_‘“\\'
Professional- mplementing Enferprse Swiching Becormne a Huawei Certified Datacom
Y
Network) Tranng (SUO' 222 Professional.Enterpnse P
QDCO6 Lechure, Hands-on exercise 7d o
Take certfication Exam
HCDP-IENP (Huawe Cerifled Datacon ~
Improving Enderprise Network Perfomande) [5UU-;'23
Traning y
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. : Exam

HCDA-HNTD Huawei Certified Datacom|

HCDA SUD-211 |Associate - Huawei Networking Technology] 150 USD
and Device
HCDP-BCAN Huawei Certified Datacom]
SU0-121 |Professional - Building Carrier Access| 120 USD
HCDP- Network ‘ : .
carrier P | SU0-122 HCDP-BCRN Huawei Certified Datacom 120 USD

Professional - Building Carrier Routing Network

HCDP-BITN Huawei Certified Datacom|

SUB-123 1 or o fessional - Building IP Telecom Network s

HCDP-EERN Huawei Certified Datacom
SU0-221 |Professional- Implement Enterprise Routing] 105 USD
Network
HCDP-EESN Huawei Certified Datacom|
HCDP- SU0-222 |Professional Implement Enterprise Switching] 105 USD
Enterprise P Network
HCDP-ENP Huawei Certified Datacom|
SU0-223 |Professional- Improving Enterprise Network] 105 USD
Performance
HCDP Fast Certification (For Enterprise IP)
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Class-map myclass1 -

Classification (matching parameters follow _..)
Configuration Class-map myclass2

(matching parameters follow ._.)

[ Policy-map mypolicy
, : class myclass1 &
SRR (Actions/PHB's FOR THIS CLASS follow: marking, queuing, etc.)
Configuration class myclass2
L (Actions/PHB's FOR THIS CLASS follow: marking, queuing, etc.)
Enable on Interface S 0/0
Interface service-policy output mypolicy -

.

&g @i« class map ;4 (SMTP, IMAP, POP3) o ASIN) wy ) 2lidl )5 cagiuaty Liad LN JUs)) 4
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Router(config)#class-map match-any EMAIL
Router(config-cmap)#match protocol pop3
Router(config-cmap)#match protocol imap
Router(config-cmap)#match protocol smtp
Router(config-cmap)#exit
Router(config)#class-map MUSIC
Router(config-cmap)#match protocol kazaa2
Router(config-cmap)#exit
Router(config)#fclass-map VOICE
Router(config-cmap)#match protocol rtp
Router(config-cmap)#exit
Router(config)#policy-map QOS-STUDY
Router(config-pmap)#class EMAIL
Router(config-pmap-c)#bandwidth 128
Router(config-pmap-c)#fexit
Router(config-pmap)#class MUSIC
Router(config-pmap-c)#police 32000
Router(config-pmap-c)#exit
Router(config-pmap)#class-map VOICE
Router(config-pmap-c)#priority 256
Router(config-pmap-c)#exit
Router(config-pmap)#exit
Router(config)#interface serial @/1
Router(config-if)#service-policy output QOS-STUDY
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Router#show class-map [class-map-name]
: Router#show policy-map [policy-map-name]
i Router#show policy-map interface interface-identifier [input | output]

Qosl alacy Interafcedl Lle aalg yol LI alisg

AutoQoS

interface Seriall
bandwidth 256
ip address 10.1.61.1 255,255.255.0

autc gos woip

Cisco 1760, 1800, 2600 , 2800, 3600, 3700, 3800, 7200 series routers s dagean AutoQoS VOIPI
Cisco Catalyst 2950, 2960, 2970, 3550, 3560, 4500, and 6500 series switches g
- VOIP AutoQoS I slac| (s (3éaill Show auto qos yal aladiuwl Eliqy
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Bouter#show auto discovery gos
Discovery enabled for applicaticns
; up time: 2 days, 55 minutes
ButcQeS Class information:
Class VolP:
Recommended Minimum Bandwidth: 517 Ebps/50% (PeakRate)
Detected applicaticns and data:

Applicaticn/ AverageRate PeakRate Total
Protocol (kbps3/%) (kbps/%) (bytes)
rtp audic 7677 517750 703104

Class Interactive Video:
Recommended Minimum Bandwidth: 24 Ebps/2% (AwverageRate)
Detected applications and data:

Applicaticn/ AverageRate FPeakRate Total
Protocol (kbps/%) {(kbpa/%) {(bytes)
rtp video 24/2 5337732 704574

Class Transacticnal:
Recommended Minimum Bandwidth: 0 Ebps/0% (AverageRate)
Detected applicaticns and data:

Applicaticon/ AverageRate PeakRate Toctal
Protocol {kkpa/%) {bytes)
citrix 7477 30212

sglnet
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