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CP Techinline Remote Desktop

Exit
Client 1D 868 636
Send Client ID by Email
Flease give the Client ID above to the person providing the remote desktop assistance,
/https://techinline.net/expert UJLLII Ja.nb]l JAa O igall Al Joaall Jusuuiy il @gdy i ] o

Connect Jhadl |).n| 094 9 LaS (Jraslly galall @iyl Jusuuis @gds Laasig

P Techinline Remote Deskop @@

Hoame My Account Opbons S0 L Purchase 1.6.3

N—& where to get the Client ID number, please refer to our Quick Start Guide.

Have M‘I!‘ Call us at 1-617-381-4349 to get a personal demo right now!

Welcome to Techinkne Remote Einrlz:r.n-;t-:.\i:u|\_~v a

e N6 1) i
Jrandly (oAl
www.NetworkSet.net
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Hame My Account Qptians SLpport Purchase 1.6.3
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Welcome to Techinine Remgts Deckiop!

o o WWW. NEetworkSet.net M

License type: Free Tna
Support session has been established with the dient.

dais Jeasll o plow Suslie .1
iSall plowy pSaig Saslie .2
IS0 plow Busliay Jrasll plawll .3
Saillg aslially Jiasll plawll .4
5

JLaidl sale] gi dealall GHLE)

alill JSEIN 8 pinga LaS gag cullall e Jaasll Galgy i Sl Jaiilg AL LA JEAT Loga

CP Techinline Remote Desktop www.NetworkSet.net

Exit | 00:04:18

Welcome to the free trial support session! -

%] Expert has asked for permission to perform one or more actions on your computer:
- Wfiew or control your desktop
- Transfer files or dipboard content
- Reboot your computer
To protect your privacy, close confidential information.
Accept Reguest  Decline Reguest

- f
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Root Bridge Non-Root

wiclients or Bridge wiclients 1300 Root 1300 Non-Root
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Workgroup Scanning

Bridge Access Point 1300 1300
Workgroup Scanning
Bridge Access Point

JSI ,glingl Buc Lo ciiigy GuwsSHl g Bridges duSLudl jguall Jasi g
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Cisco Aironet 1300 Series Wireless Bridge \a =
[f RADIOO-802.11G STATUS |3 DETALEDSTATUS |- SETTINGS ‘|1 CARRIER BUSY TEST |
Hostnane 1310 10 uptEne is 10 mptes
Network interfaces: Hadiol 802.11G Settings
HETWORK INTERFACES
[ w Agaress Enable Radio: @ Enatde O Disable
||_FastEthemet Current Status (Software Hardwareh: Enabled 17 uip ft
Readiof. 802,116
Raole in Radis Mevwork: =1 Access Poind
O Rapaater
O Root Bndge

O Non-Root Bridge

) Root Brdge with Wireless Chents

O Non-Root Brdge with Wireless Clients
O install Autormatic

O install Rool Bridge

O install Nor-Root Brdge

O'Warkgroup Brdge
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Bridge
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Repeater access point Role
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Access Point Root (Fallback to Radio Island) Role
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Access Point Root (Fallback to Radio Shutdown) Role
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Access Point Root (Fallback to Repeater) Role
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Internet

2

e

Access Point
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gz JLaidl Al

Associates to: Accepts Associations from:

Root Root Repeater | NRBR | Wireless | Wired MR WGBs
Role AP BR AP with Clients Clients | Bridges

Clients

Root AP X X
Repeater | X X X X X
AP
Root BR X X X x
NR BR X x
without
Clients
NR BR X X X X x X X
with
Clients
Work X x X X X
Group
Bridge
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Jldwul_uAL‘o)gJ|mL,JL|u.0u9&90
dclall (e laasy e =y dduhall i Stratum
oSy bl dudlaan (e sy Y gavg ¢ dama yoll
of Stratum L palall cibgll juan alagy @adig

NTP JoSgigss

'an_n_Il acln o2 Lo
c@ﬁ!@&umm(omlum‘owld.cmul
Josy Sill daalll L8 Josi laill debu G fua
¢ lall &alilly mudgll ) yaiwls qiitg llaill Lga
LQS«)_\LA.Q oA.Cu.n‘aLb_lﬂd.cLu.\_) @SA.L”QS.QTQ
dasl tidigll auyeil liids dac padiui of (Saug

-l of lids ac @ladiuly g AT dalasl

Al u-° c1dgll dda s\_\.q.ml

joilil a%) Loga suizy <ol oA emall 2l
JSLisall cans a8 Lgia slia ¥l of Lilgill of ia
&9 Ol el da 12« ola¥l pasy 4
aslill jusuall midgll Lle aoizy olgall clel 2yl
alelyal ol LS« cualinll cidgll L9 Lgalad) (e
oo mbgll le yusS J<&n asisi Security |
daagull Lisha 6 590¥) (3o i<l £1aSg Ayl
idgll Sa adall Lle agisi alyél gf cilalainS
@ulaiil dizze dull pladiul dsaal 3,5 il
JoSedgs philuls lsebuly alisliag Libsl
Ca<uinll 85gal 6 midgll dialyel NTP

calay] slifl mdgll Sle aSuill &ygal dadlat aus

g | 1 LN e
AV Al 3gal pamig yignoll 53eal O
dpllan Joty @a0dd pllai le glalay goind
odan i dlay] clifl &ajlillg mudgll auity agdy
(o0 Lgud adgllg duylill alac) (Say Lillg « 332 Y]

NTP JgS9ig 3 (e dnada
99, Network Time Protocol { ,Laiil .o NTP

awnall call agsll
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FATATR

- /

[
g |

AST Gl goasll @sd dduball odar 6 Bagagall
Paiig Stratum 1 dauls g_o agaga ‘o_\li Y]
waMAaiw¥ NTP JgSgig y1s dualddl dua)yylgall
Stratum Ealgd (e lghas u.|Jl aililudl Juas
¢ Laall Lgale gau Sl palgadl Jlaals ‘09.0_19 1
ddilnl can o9 sagagall yigrasll 33gal O Las
SisT nidg IE Jguanll lgins Loss JLai¥l g
o\.n;la.”uu_n_lu_noAgag.qﬂg:)@A}”é_\.qAJ |)|).63_\.u|
o lglat u.IJl NTP abdis] ‘a..\|935 Joxi u.mg ¢
= ddilnll oo ECEETETR Stratum 3 ddulall
. Server 20,000 (sa ST e i Ak

: Stratum 3
o8iy pgdl ddihall ol u_g)_ng_u.oS.Il 0)@A| ul
£l3Sg ¢ Stratum 2 33¢af Lg 983 il Zogal
lgio Lia¥l oliiall alighS Jagi of [giSoy Layi
ST o35y Aeds 6 Adulall oday 6 aagu9 «

i . Server 80,000 (o

dead Ll Josi ddib JS Gh Grw Les baadls
e Jaani Lgilg LeS 3 yiilin Lgin iaY) ddulall
2127 LoS ¢ 8yiilia Lgin Lol ddball (s Lgidg
@raaill e 6 aliall oda sae Gl 3 L
LSA-HS ,‘Q.AA.Lu.LQJl NTP ylan| e agisy u-”)-@Jl
L99.QJLQJLLQQ|9«@JJ¢256VIALJ.\A_|0|QS-QJ
A< LZ.c) NTP JoSgig sl ‘a..\A_\_\.u.n 175,000

EAREE]

Aeva

siila Jlail Gl s e ool egudl
DA e Jlaiil ] s yoa ¥l ool @gudlg
alduall odo daid Loy il ciain’il 3 yguall (59<0 ad
oaan 4 Lilgd deadinall 33gaYl Lo o (<l «

) § lgidulng Lo Lag § cilylall

: Stratum 0

2890 90 LaSg ddulall oda Jiad Lill 5362 Y1 (]
el Jio el e 35le oo Golull JL01) 6
Y aleball oia G dua « GPS Il cileliag gaal Il
8 siilia dlialo (1955 (Slg Ll dgunge (1955
RS- plaaiuly Jlisll Juw e siguieS 3gals
. 232

: Stratum 1
33aal dlaie (1955 yiguaS 836l e )l Lo
ServersTime 21dg palgas Josi g« Stratum0
dsilall wlaga (sa Timing Requests cuggll callal
yaadig « NTP JgSgig 4 wladiwly Stratum 2
oaan & Server 300 (ya LiSi agag I 3Lyl

” RET DY LI EAN

: Stratum 2
albdls Jluyls 0gd5 ig1ias o)galu.co)h_cu.m
oS 839290l ‘04'9;L| (NTP (NTP requests
).|9.|.|.q$.” 0)@| O' dalsll u—° « Stratum 1 Su"u_la

awnall call agsll
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dale 3dloy 33w (e 4iST agag aicg ¢ (Buliia
iy (truechimers) awi illg JoSgigull
Lﬁg@p&[ﬂ!@@huﬁoﬁ.\.\&ﬁ'ﬁl@l
oigig « (combined reference time) &lyitia
st Lghals (A ld all odle] iy ddyyhall

. (falsetickers) daalla

LeIA @iy) (33l8a 5 allati dulasll oias adlgll 9
NTP Server ,Lial oiy ,ia (alie 5 dallse
- c1bgll dialyal ga saS

Client Il midg &8ag daga Hlé L1gYI (val3ill asy
Joiaall (oo a'ils lilhig ¢ 21dgll 59 50 20 Gauadi
Ay oaalla u2< yis| gl Server jlicl @iy o
- adgll yawy 4940

Ll &aaaiusll NTP JgSgig ol ylal Lo La
J9S9igy oo Ldla (peadln (oylual angy
Slaa¥l o ausilly  NTPv4 g NTPV3 Laag NTP
S Hlaa ¥ (g « AL ylan¥l o aaal aal ll
LT Al 6 5lReS padiviall ga J15a Y
SNTP

ooy NTP JoSgig s (0o dasuia Hlaa] angy
Simple Network Time 1 Laiil ,ag SNTP
ole ﬁj daladivl 6 <a1 ¥ Hlaua) 91.59 Protocol
218gll JluayY daladiil <oy Yo Client Il sk
casunll o (5533183623 gl dalai¥l LI

Jasdii asbil 8 NTP JgSgigy Builas

Microsoft Windows

aiaiil lag Windows 2000 (Jaini wlia O
0asy (0 Jasidii dolail (ro Sidguig sl &Sy
Windows Time) _owi tidg dead le (ggind
lgxé bl dinlye @iy ol (sSoy illg (Service
Windows s deaalloia (<I ¢ NTP Server zo
GBS sog s SNTP &lye le (59iai2000
’ . ilga dac (v NTPv3 culidall

e @ty Windows Server 2003 Hlaa] iia
818 Laulai <5 @l Windows Time deas o
818%0 degorn padiuwi lgil ¥] « NTP JgSgig sl
NTP JsSgigss 4 deaiiwall silia),lgall (sa
signasll 83gal 4 plaill slelu &8s (oo aslill
Ol &lla G @& 41l (g « GlSYT jad asuull 6
o0 &80 n8gh i ¥ Windows Time dead
) - Oaiifil gl awill cslay Lan 4iSY idgll

szl yoll

http://www.cisco.com
http://networking.ringofsaturn.com
http://www.ntp.org
http://en.wikipedia.org
http://www.microsoft.com

J9Sgig 51 ladivly 1idgll dinlje dulac @if aysS
CNTP

NTP za NTP Client gal cidgll dialja dulac O
abilnll Jabs albilae 3ae YA (0 @05 Server
Pl 0 09<T Jalss dalas JS O L« Logiys
s e paias Y el (Sg reply 49 request
LoS crwwal JgSgig yull lam Blacl 6 culan 136
34k pody 2lis] bl Bac agal giaan 6 251 o]
lguanal dagall @uudl lgliagg bad (JS (o alize
doas Gany Gia lgiaga @idng Jalse dasy
NTP Zan g_o (oj_“l |'A.£A9 (diSqn daga u.L(‘J u.Lc
s L gaill Lle

didg (w1 3ATy ‘09_5_39 alls dL..u)!_xNTP C|ient‘a9_61|
« 4L yoll Packet JI s (originate timestamp)
@gdy Packet Il 03l NTP Server oiwl aicg
lgra (receive timestamp) aisg (o 3Ais o9y
11 11 Packet I gla,ls oyl Jlusyl egdag «
Jlg « Lgas (transmit timestamp) zag 2o Client
&89 Jaaaaiy ‘49_6_“| Ayl aedial sic 0 ygay Client
@il nisgll pliituly @od, i Packet LI dediul

. Lgila y £Lisf Packet JI ais y2il

leils y <Lisl Packet JI ad i sall cidgll &)
cibgll Jé olé gyall oia G fua « (delay) | ouw
Gyall pliiind Lgalaiinl <oy clilhgall oia gf
adgll gliital Slillbg Goileadl Ga widgll 58

N

casa 33 Y mdgll laa Gl ella Lle 3gdleg
Packets Ul Jali clilac dac @i is Licy
degonay dand @iy lgie JSg ¢ udylall G
Packets I aaa lalg ¢ alyliaY] (e
J5S5ig Ly dsalall syl of dag yiull 3laialy
lé 13] Lal ¢ alls a5l Server JI Licl @iy
alls pe a5l Server I jLicly JgSgig sull
Pody fua ¢ didg za nibgll dialie @iy o 4l
lgrle Juan Gl @il pasy piags JoSgig sull
dvilaal (aleY Jalyell daasie JiMa é
lerle han ill cilivell saga pliiiuwlg (yrnil

’ . Server JS (o

ﬁl_ﬁs_l L@.q..l‘_l_ﬁ_’i (o.’i_“n dQaAiuigll Ll').é).l_\.\.\_” [AT-EN

awnall call agsll
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oYl Jola dulyay @iga SilSud Callls
CiSCO &S 4 (4o dnadall asleall g
- Jlaalllia a jusill Il aslaly
sherlf sec@yahoo com

e TR O

r-_-):-"_ '--';.-'f.i_.‘ L
; t e S0 Y

Router ASA Firewall

Router JI gayb e : gl ddaylall. 1

R1 (config) #access-1ist 101 deny ip any
any fragments

R1 (config) #access-1ist 101 permit ip any
any

R1 (config) #interface £01/
Rl (config-if) #ip access-group 101 in
Router (DDNS-HTTP) #fexit

Router (DDNS-update-method) #interval
maximum 14 0 0 O
Router (DDNS-update-method) #exit

LS' &m.: @odi ACL Livi] @i ddalll ).nlg}ll Snb (<
laLibn] U.‘Jl keyword 1l gayb ()< y9)all u.n fragment
Ul match Jass gl 29 fragments ;oY &ilas 9.9
Initial 41 s Gyall Lo H<Ig ,Non Initial Fragments

¢ Non Initial fragments .ig fragment

el JS Gle ggini il o Initial fragments I «

ol goiad Um Headers I U.n daaally dagliaall
eu..\l.sd| ACL U OSaa laaug Layer 3 &4 Information

Loale caysill

u-l-‘ goixi 3 Gl o Non Intial fragments i
t5| re 69-‘3-‘ Y ._n.ll.s.ll Ung Header JI U'° awslS Silaglea

awnall call 6agsll

Internet

December

vas @ e 99<s Ol BIudll Guaisal )9 pall (o
P RENAg] U..IJ' danall ._nhm.nl)a.-.u}” 9 cbuisill
OSaall (a U.n.ll Grall ).m...ulg dlaaall aa U‘°
N | dangall ._nLn.;A." €9 Gle woy=ill lasyiy u|
00 aac Gle Gyein JBall Jaa B Al
Joemall Gaddll dpaly £ g Al cilana

120 092y ASul) fub aail Jla b Laic

Fragmentation-Based Attack | Silaaal gualll
,Fragmentation Jla.mulcum.:.hmmJ:)LS Jac
J<ido Lol ) J¥E ;')A' J! Packets I Eaud’ 6'
niSay palpll o=y, d)al 6)a lasiani |o.u.n a.nLu.n
Sl jayd il dulasll oda U'° Calysill vass Sl
il Slapaill Gasy Gl lalas g Jusnill allas oo
A @ladiol Lingf Sas 1A Figas I $96 Laa diguuaa
R0 ;001815 @iy puS @gaad clad] oy Fragmentation
1e ygyall (e Gridall Sais Fragmentation JI gy
yalill Olyasll agig IDS I g IPS Il Jia dulasll dalaii
YR rrid| ] $H9 Ol 9<as Fragmentation I jLaial,
aaisi il Lidll Gyall padl Lo Jia ol y2ill g JSLisall
: (ama g4 Audil 8 Fragmentation I lc

IP fragment overlapped

IP fragmentation buffer full

IP fragment overrun

IP fragment overwrite

IP fragment too many datagrams
IP fragment incomplete datagram
IP fragment too small

ol @rkil Gld &laall disylo ga Jliall (o daall O Lag
cllia Hi ehbal @i &l Jla G » Gyl 0da e Fuaall
Ul gia dlia s g Suid Jasd Gylall 0da Lo aaisy (o
Gloll 0da an] dil ga aled clile Lo JS dasuy pa¥l

R

: auidl
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Reconnaissance gMhaiul Slaaal gualll
U.n..\.cl.uuu.mg ,09kaill ooy I.Aa.nub.\.nel)ul d.aJ.A.c le
@aAtuall (yaglisl) @l Jio dSuiill e Silaglaa ddyna
2alyll yaii (ya, j9a¥l 0dd (yo ... &l dagisall liliallg
&uS 3] . nmap padll gelipll dulasll oiay gl (Al
las Jlaal edd i<l eMaluly @gis (e dllia (f L

ASA I 5 ya¥I

ASA (config) # threat-detection scanning-
threat shun duration 1800

ASA 1 U.a dada duald o2 Threat-detection duala
eMaiul 6' &a.n.n e9da ¥ ).n}” laa , Suasac Sleladiul Lol
s )Lan 62 block (Jass Rods (b, dadis dadll e
NV KEREE o) lag.n.n U"|9"J| O diuna 6ual dldill 1aa aia
b} U't:°9 e}uauuﬂlhahuum‘Ja dlaall dasa dagala
hx;Am|Ah:ggyﬂh‘}udldSaudl¢ahaulaa_pSLaeAuu
NMiad salaaall (e wiasll pgise wilull asiu Sl u.n).tSLn
S0y DNl e gadd 6’ gausi yayun HTTP claic IS 1)
aalgall U“&U“y|gﬂs ACH.J|PA$£uﬁ Mo ,audl zglolly

ddaphall oday Syl

access-list 101 permit tcp any any eq
80

Lial ST L3 i plall ooy Lalsal Ju

access-list 101 permit tcp any SERVER-
IP eq 80

IP Spoofing jigjill Silaaal (Suaill

Y% &alAll IP I Haglic jag)s u.ll Oupdall |A.Ll ._|.||.§J| oo
uLnaJl {sula (pa )A' Ul le gl U.m.ll dA| e slgau
Joaull, RFC1819 u.A..A Ulg.\.c LgLn Lillne qaui ¥ ul
dald (aglisll oda U}l you il @.n“)h Oc cliad I
Outside I lajaaa YIS 1] ellal Private Host L
ugquﬂ(}uanahﬂAJ ¢uun;)¢chp9hchaalAu!ghuam

J<iull aay ACL aule 2wyl anlgall Gusd yisy)

R1 (config) #access-1list 101 deny ip
192.168.0.0 0.0.255.255 any

R1 (config) #access-1list 101 deny ip
172.16.0.0 0.15.255.255 any

R1 (config) #access-1list 101 deny ip
10.0.0.0 0.255.255.255 any

R1 (config) #access-1list 101 permit ip any
any

©9ada g Jauu Jliall (9<s O ially cualil ub (gsi liay
aasll b laule cayeiy dalastl Gyl (pa pui<I cllian Jllag
: . Ealil)

awnall call 6agsll

bkt

December

dalell ACL U ()<as ¥ clIAT, Layer 4 1 dwalA Silaglea
. fragments dalS< Gajbs ()< J laule cay=ill

Router I Gayb (e :auilill diyhall.2

R4 (config) #int £a01/
R4 (config-if) #ip virtual-reassembly
drop-fragments

Virtual- auwd dusld e aaisi diphll ol
ol il Jua¥l b dualdll oda diulsg ,reassembly
,6aalg Packet J<i lc Fragments JI J< guaniy
OIS 13] Jla ;5 lal Inspect Jac Router I guaiing
dwalill oia Leadiul Lia Li<lg, gyl jlaas Jaa yigyll

. Alad ds.::.. Fragments I gial

ASA Gyl e I dayhall.3

ASA (config) # fragment chain 1 outside

Fragment I (o sac uSi wiasiy gy @ubull ya¥l
Joa Liad L5 Lagg , 8aalgll Packet L ay plawll (<ay
O ST jgpan gawti ¥y oliva lass 1 gglui dasdll oda
I giay Liad laoy 5 i ,«Packet J<I 3aalg Fragmnet

. Fragmentation

IP Options-Based Attack Jilaaal saalll

IP options JL ela dllia ()9<u IP Header dS oo
- 6)g.0 0dag , Destination IP address I asy (99
uagill Header

Total Packet Length (in Bytes)

Cation

Time to Live [TTL} eader Checks
Source Address

Destnation Address
Options

Payload

o EadTuy 9@3,&)&!03”';m‘JQSJ&JNLasx|hdéiuj
|P option @aiiu il BGP JI Jiluy Jie dluls NN
ALU}"OAA(;OAHLQ'hﬂdé&hﬂﬂ'Uaxldhﬂgﬁg 19
Sigaa gialg ,Gpl 9LI.uJ|9 Spoof (Jac (e wijiall uS.n..n

: dullill ddphall @ladiil fliay 1S

R1 (config) #ip options drop

. Traffic JI 1aal Drop (Jass @gis yadl lia



http://www.networkset.net

@ NetworkSet December

GNS3 Error 209

e TR O

'209-unable to start VM instance 'R

= R2: Dynamips error

e 209-unable to start ¥M instance 'R’

iglyll Jakitss aylaiui ¥g @ali pll bigiy Lavamig (GNS3 11 pladiul sie yiaiiell dlluyll oda yela La 1yyis
o Gl Lgigan cliwl @puds (Say 209 @i Error Jl oaag e

ale Blay Lo of duinall 32Ul of Mo &y y2ll a2l bgya Jio "ASCIa julai¥l 42U 41é SilolS gl cigya agag - 1
OSSN duusi as 99290l caloll @l 4 "UNICODE"

«American Standard Code for Information Interchange : ASClII»

«"Unicode : Universal Code

105 image “ ModelfChassis
127.0.0.1:C:\Documents and Settingsladministrator iy Documents|I0S1C2600-40.BIN 2621
127.0.0.1:C:\Documents and SethingsiAdministratoriiy Documents|[OS|C2691-A0.BIN 2691
127.0.0.1:C\Documents and Sethingsladministraton My Documents\ [0SV C3640-TK.BIM 3540
127.0.0.1:Ct\Documents and Settings|administrator iy Documents\ 105 C7200- A0 BIN TZ00
127.0.0.1:C:\Documents and SettingsiAdministrator iy Documents) [05 03725 -adventerpriseks-mez. 124-15.T5.bin 3725
127.0.0.1:C:\Documents and SettingsiAdministratoridy Documentsigoa,. ) C1700-40, bin 1710

AL giSa jleall Lle 10S I i agag 0lSa Iy gillg 5a¥) ylawll i dislall 3 ygaall b daadl LoSi
dla 6 il 1 joels I 6955 Y lajueg @ 1 § # Jio dsldll jga,ll Ol aaadle ga .«gSuupuy du sl
.alall @.-.ul g" laagag

Sigan (galail ellig calall @l b UNICODE i cdgya agag dlluy slgh] 6 @eliyalllay 0.7.3 dauwill (sa PRVT
IPEN(REVS

% [0S Configuration

{Cygwin DLL) doesn't support unicode on Windows!

[ o ]

'E The path you have selected should contains only ascil (English) characters, Dynamips
"

wanall all dagell 28
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g ya 3929 (38 @ Iy ddunill @l yaly 0oy chga @ali il 56 OK (Lo daginll &lls ,d w3 (sa @iyl e (3Sg
.céloll @l & UNICODE i

3alTA s dkpay ddilull aall il 4glas Lilai - 2

“® R1: Dynamips error

6 209-unable to skart WM instance 'ghost-C1700-40,bin-127.0.0. 1. ghost’

o ]

.gNOSt 108 Il Cavuury (5Slg cLidlin Lo UNICODE I agya agagl lafle (ul lang

(90 Lo (ghOSt 08 I ga dllusyl b agasll

‘o@uluﬂ}’m c'}L@;J'uJ.cM"' 3 ‘_ﬁiigmg- 3640)L';’.n(|.m.|"' 369.3J|().u.n.|" (o &l yigly dae Jusiniy ‘oﬂl.q.ua“
aac dablyj an ng.'iJ|.39- 2 dualdll virtual RAMy, I g“ d0adiugnll IOS I (4o dAns Gy laa e yigly (JS
&".'@J «Shared memoryy» d.qs.l @D).;.” ‘09.87‘: -3).‘5.95 - PY- V-] dnadiagll «virtual RAMJ! Su.m.. KERw! Ln|).|“9|)J|

Eoidl (i (e il yigl Wl auna (595G u| da iy ) g.o doadigll ol yigl 4l

clilage 500 L) aliag L%l dan 3 Lo coublase 50 aaly JS @ang @il (suis (38 ol yigly 10 Lizal (1S 13] Sind
Gud bl yigly phisdl Jusds dglas aic jleall b ayads cday dasde ae ailyiglyl oigl «real RAM) (e
@it a3¥ «real RAMI (o doiis cuylylaye 50 @laiuly aaliyull @gdy (ghost i0s I dpali ga (5<lg cigl!

Anadiuell &l gyl aaaad [0S I dauus (uds

fdualall ol (Janal QL YL
s daullill 6 yguall L“"“ oS 23 daadlig «By Defaulty cllag GNS3 I aals y 9'9 dl'=d0 dualdll ol

w Preferences D o
General | Dynamips |
Dynamips
Capture Dynamips | Hypérvisor Manager
Qemu Settings

Executable path:

dynamips-wxp.axe E]
Working directory:

CADOCLME 1 ADMINI~1LOCALS~1{Temp |
[#] masemnatically dean the working directory

Base port: Base LOF: Base console:

7200 = | 10000 = 2000 <

[¥] Enable ghost 105 Feature
Enable mmap feature
[] Enable sparse memory Festure

Tast

]
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<lla 8 —allgcDynagen JI aals y oo «Defualty olyidY) gngll b dl'2dn yué dualidiora Ol aadl (<lg
a..\’JL'iJ| aloe.” ‘ah;'i...uLn Lg.Lg.ﬂ.n.’i.n ‘og.ﬁ.n SAl cqnet.«dl alao L”,.n d.a;.” FET-EN Q\JL'iS.n ‘oﬁ 2150

gghostios = true

oy o cllia dlSdiall oda Jalg

salniy dgaun laang ¢ Al @asy ddglall 3 5 A (e ghost i0s I duals 85 @uc Gyl e -
daiy bgu laag o )Lisl pasy (digbull 5 )guall 6 LS GUI I U3 host i0s 1 duals Ju=ai pac 34 \
) .ghost ios I ailgs agas clayg ddadll obdl aaaa Sle
ST elaaiul dls o gl JSI g drue (oo Yo false dogill ghostios Jf slacg net file. cadUl cale ais 3u ko ¢ -¥
: ALLS cal yigh I (v dalida cidaage AT Ligas |OS I (e dalite dAuui (o

i autostart = False

: [localhost:7200]

gworkingdir = EXAMPLE working

‘udp = 10000

: [[3725]]

: image = C:\Documents and Settings\Administrator\My Documents\ios\
i ¢3725-adventerprisek9-mz.12415-.T5.bin
: ram = 128

: ghostios = false

i idlepc = 0x60bedbal

: [[7200]]

: image = C:\Documents and Settings\Administrator\My Documents\ios\
: C7200-AD.BIN

i idlepc = 0x8046b800

{ ghostios = false

: [[3640]]

: image = C:\Documents and Settings\Administrator\My Documents\ios\
{ C3640-IK.BIN

. idlepc = 0x60618538
: ghostios = false
' chassis = 3640

wuall wall agell 30
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g_g_u 2Ls

E

e e (IR0 O R

098Gg iligivia dasy u—'L' sl aoy u|9.m i SallL paallg
lgaa] (a9 ,pailais soiwa JS Jialig . 6 LI T soiwall (o
oS Jotll @gllidivl 48 punll ailaivay (allg ,Gpeadivuall aac
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SdLIKT) Q’X d.la.sz.n UTP 11 Ll< u—° 19294l u...\.l_lJaLI.SLc;-” ‘J|Ao-|| @LA
ul @m u_IL._IL,9 unshielded ! =LIS ol le i85 awil <l
Lao tuigill gf Noisy 11 (yo 94 &Syl 8 agag0ll cOMMunNication
e 85181 pacg 3uill b eday agagg ,JLat¥l L4 aaii a9ag Ll sa5
AT Slea G Lyl
@oini ill oSLa¥l e eliidny dusladl eoLISI 20’5 ol diad’y Elial
auiliye<ll dblhall bagha gy Sl GSLeYI gl auiliyeS =ObLIS Lle

.(electrical power lines)

s devices (w wiyill cable JI Jududs

Sl 5950 e 4383 elinguall (5l 2ua
aili @<l DL o oS It 8
(Fluorescent)  cuiwjglall  seliajg
dgaliiall items Llg (motors) wils yaallg
ol wiliyg<ll daaill &as il
u)L:LSu_ql.\LuJ_o_x.mmg.md.\_m_dahqul
uJL._IL.9«_L. dwalallinfrastructure I
aunaall slladads of oo aslill lilss

shliall e goill lam El cainiy
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Patch cable

Computer-network.net

Punch-down blodk

2GS Juingis Lgs Joi ill dolriall ol &Syl 2i3IS 3]
uwlumu_g)g_.ul_um Lo 4yt 6 3362 Y aueal
< end point| Al by G RIS g gy Sl aasall

ug)S Sils |.ALQ %)@A}" o..\.g_l AA9_I u"‘” NlC_” d.f—).u.l u.m Ln9
(MbpS’IO Ae gy gl L5|) Ethernet dl £ (A dS.\...u_”

a33 Y déluallg (GbpsT dc s i g) GigaEthernet i
13] Lol UTP g4 (s JalS aladiaal LIl dalsy ol 4ia 100 e
aililual sf) 281 (ol e 31 asl SOLIKI Jisiiy 0gdld ois
cubilaga 40 of anilill L6 cubilaia 10 Jio (dlle sle jug daysy
gmm!@wu@q,muu&éﬁduim‘muuw
U [ENI XY u—° daladigl 94 _09...\4 SOLIK (va g9 6'
Gbps10  de s &Suds Jukid @iyl gl il Janw les
(o cable ‘O'..\A_Lu.l' Al dala caila 4ia 100 (e 233 ddliuglg
ST le Juand Sl dia Junsl cable gi Category 6A I ais
i .Ailqn de yug dclas

/

il dalgll elits¥l (pa SIS iy dualdd] dulagll Guilgdll latils]
Sge (ilgdlly mailly @3 ae i LaS lgr @l3ilY) ca
olely adlu Sle yuilill lgin 8yulad JSLive ) Ll (gaba

.Oralhgall

mOLISI dglaks ylany clogll dunymoll (SLa¥l walel 4 ¢ lia
cuin 2 13] LgaY (cabling PVC-Jacketed) uSuind bl
u.o(og.x.og.n;l.\X;Ln.laBl dby Sle La_sz.m |).n|a_ua..x_u.| Bl
Al ddlaial Jaitll ] 19 haiay 48 (adlagall G oS Lol
Loylgall dagan ¥l L”,_q

Elaaiul 48 Isvall dulaoll (ilodll auis ¥ cis 13 :yal Jlie
i dalgi 8g.ud low voltage) (madia aga mld @dLIS
danlall cOLIIG il yagaill gran Jluiwd Lia Lasyg cilal yl
aldgguiall (va (3éaTg ashial. dglasll 6 laalacly miad il oLy
2lial Galalell Galglinll of (oo aslig el s =Ly dualall

Lgsle yrig Lg<lai Lill (uilgdll Gudiy Lyl (S yan

—

awnall call agsll
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‘Q'AA_LuJLI cable dS )LLIA' L] o\S.:_u.lJ| u—° u)LxIS.” _u_u_l d_l_n
dalling dulia (o< UOLIKI 0da ul (R askill dasaliall u'g.\}”

Ellag Ll Jobo Jody HLIAY] Jiag (dia aguadall ‘QIAA_L....:)U
AlaliaYlg ailéalgell ddalha (v 3aailly

had Jluylg Jladl de puu Al dalag @is 1)l Jow l=e
@CA) Sgaus R Jolag (alilini ul Y aslia dalill u—° Gb'lu.ll
@£ Al eLn_n ‘ol sl

Standard
Cable

Range i lasis ,cable JI Jal days Shal duiled angy il @lsi LosS
4l @i Y9 dnilgic ddyshay lglungig LY oda i yiy agdy
@bara Ol 15075 g, ama cui i DL i iy alall standard
‘09_6_] Y 95.u.|.|.u.| ._||.\.\.|_|_|9.\.\.|9 ._ll)_lg) d.ua o\S.u.u_” u.o devices I
Sle i of Jaad’y sllale standard JI 1aa Bulaiy yl lelosu
4iSqn 85188 4iSTig JSLiia (yga Jasdl U (yauny muli - standard
OGSy JSblita 6 285 bgaud standarddl cia cuallig _n.@)_u:l lala

JSS Ayl el Sle il 53 Lg 9%y 0

e Teliy oyl 1aa @ig =¥l i yil g y2a standard aagus
ragaz Gibai’all (oilgall goi

Routerl Jis (MIDI) @eaty Gibaiall Gpleall oS 3] -1
Cross di yhay duiyo aSl UTP LISy Lagliags @ia ,PC Ul g
.over

Al 9 Hub/ d.:.n (MlDlX) (ogm_sz_u uJLAJ.Q.I' u_I)I.GA-” QIS |.3| 2
Cross aéyshay dui po 4SOl UTP (LIS Laglungs @iva ,Switch
.over

(MIDIX) y2¥lg (MIDI) @aasi eguings cabaioll (jlgall oIS 1] - 3
duiya aSul UTP (LIS, Loglingi eine ,Switch JIgPC I Jia

L 1 == Gresnhibe
:I'—: L] _-— 3 P-I--- e

Pin 3 wmi Gorpondihite Pim § e
im0 2 =k B8 P, w1
Pum B e B e Pea 8w {1 WAe
P - Ot 3 = 1 P § e
Piny T mons g Wi [T R p—" ¥ Y.
Pin b o B § = 2 Pind 7= e —
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lzliod Al cables JI Juiud pus

sic Lo legi Linalé (59<y 6311 a3y yilall llaaldl f Lilis Tyl
solawall 8 aapingi ay)l Lo @ iy (agdl Ldgu (Sg ,dilgic Bely &
:aadlill

odLlSg (Ethernet switch) sli<id a6 chal of ol s=a JuAd
JolSIl g9 9o Lo sl oian a4 Fast Etherneti ,alg Ethernet
Fastll of SEthemet I padioi Ja Sasladiuly 0gdl cgu all
flalelg , ¢ Ethernet

Foad'a £5YC Ethemetd] dblS eadiu’ g aibally :ala)
Ethernet) ) JI &c i 0giy g Jo ,au Juaiall jlgall &e pul
=151 s .S( 100Mbps (Fast Ethernet dc yuu agéy ol § 10Mbps
Sl sany sallg sli<id tilabial (389 cualioll cabled! ciaadinl
@laiia o JSi prd SISl J2agg dgllaall elasl)

( 100Mbps (Fast Ethernet ac yuuy (IS Jusiiiy ciné 13) (g
Al o 51l eas Jia shalie fgan I elli (gagiad
b oo Lgd wwiye e aSudll Lé clsliial figang (instability)
Juins @ac) gang Wi oMol yoSiall il 1ia 6 g&3 ouils il
(lgalias il cables I

alll el o] ol £Lal b9 @Siles allia (sa iganid Yg @Slae] JUi 18 ggungall (09 of iail dulgill 9
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Jo> dwle 8,

dalailg SIS 8 Guditn diw 23
(EMSI- Rabat)
CCNA R&S ,.CCNP R&S

- fs ol IPv6 multicasting

Moroces | I TERTR i

Multicast Listener Discovery .

Judiwl ay i Lgly Gateway router Q.Lns ol iy Multicast receivers
gyl &alsiy hosts I @gdsi Lo degona ol groupd =Lalys multicast
. (Multicast Listener Discovery (MLDJg<'ig y1 (32 3o (ve

MLD¢ya Ag¥l ddwill ¢ MLD I IGMPéauswis IPv6 multicast pld
dgud ;o MLD (o aulill daauill Laiyy « IGMP vl U dguis Lo
. ( Source Specific Multicast (SSM @eai IGMP v2 (MLD v2 Ul
Elialyill Jadiag o agy il Sourcesaasy of Host U Say dua
MLDadiuy , MLD Viga Bilgia MLD v2.La Group I duuilly lgie
. aliluy Jsil (Internet Control Message Protocol (ICMP Jg<g%ig 44
Done . g« Query : ReportJiLuyll ¢so glgil &i35 MLDoadiuy
AGMP v2 s Leave message JieMLD Done message

clysly5 multicat J1 AL b vaé g asy @l Lo HOSEET ] sy ogs
aanil (g y9a JSiy yigyll alisyy Query message Lal . Lo degoaal
Lo Gro"up J zlalys multicast ) JlLdial 6 cé y hostgl 1S 13) Lo

JLdinl gy ahl aieéy odley hostaLu yReport méssage

.Le Group J £Lislys multicast

¢ . IPv4 4 IGMP Snooping (Jia cailkhgll (udi ya9sMLD Snooping
u.nya.r:u.a il connected hosts Jga Switch J culeglee yag4 9@
Lill Interface oliu el y) 48 31451 SWitch J (1Ko duaay ,dii=e degonn
i Lisl 5 multicast ! Ll Ju yaw

Protocol Independent Multicast .

Suany ol yig I (o adiuag (Protocol Independent Multicast (FiIM
¢ @gin Llagluy of ciay multicast I @ja oo ¢l @l oo ©4iSay
JsSgigy (e Jitua JSiuy PIMUogy dplasll Sl 1] gl ¥
Jie multicast update route ,4Li ol Jluybs Ll unicast routing
(5 AV Y9859

source-specifics (modes « sparse mode (SM 2 @eay IPv6 PIM
IPv4 PIM Jis Dense Mode @cay ¥ multicast (SSM) ¢ IPvé PIM
RP_4 Rendezvous Point (RP) staticallyslac| callaiy . IPvé PIM
. router
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